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1
Decision/action requested

It is requested to approve the conclusion presented for KI#6
2
References

3
Rationale

The contribution presents a preliminary conclusion for KI#6 (Relation between certificate management lifecycle and NF management lifecycle), based on the solutions #7, #9 and #11, presented so far in the study (TR 33.876).
4
Detailed proposal

7.X

KI#6: Relation between certificate management lifecycle and NF management lifecycle

7.X.1
Analysis

The KI#6 requires to consider the NF lifecycle in the certificate lifecycle management for SBA, thus the solutions need to address the relations between both lifecycles. 

Three solutions have been evaluated in the study:

- Solution #7 introduces a new network entity named as ‘Certificate Management Network Entity’ (CMNE), responsible for the synchronization between certificate related events and NR related events, by communicating with CA/RA, NRF and Virtualization Orchestration platforms. 

- Solution #9 proposes that the NRF checks during the discovery procedure of the NFc the certificate validity of the NFp from the OCSP/CRL server, so that the NF discovery service can only provide the response including a NFp with a valid certificate. 

- Solution #11 proposes to register and update the NF profile in NRF with OCSP stapling information, so that the status of the certificate of the NFp will be verified by the NRF before responding the request of the NFc. Thus, the NRF will always respond with a NFp whose EE certificate is valid. 

The common ground among solution #9 and solution #11 is that both solutions propose to use recovation information provided by OCSP service to coordinate the relation among the NF lifecycle and the certificate lifecycle. In general, OCSP stapling offers better efficiency and reliability than OCSP when providing revocation services by reducing the required signaling and by ensuring the revocation service in case of eventual outage or non-reachability of OCSP server. 
7.X.1
Conclusion

Since recovation services (e.g., OCSP, OCSP stapling) are required in the certificate management framework, it is proposed to re-use the revocation information provided by those services to coordinate the relation between NF lifecycle and the certificate lifecycle.  

Due to reasons of efficiency (i.e., signaling traffic optimization) and reliability (i.e., it can be used also by offline nodes), it is proposed to pursue OCSP stapling approach as described in solution #11. 
The introduction of a new network entity such as CMNE to synchronize operator CA/RA, NRF and virtualization orchestration platforms is subject to deployment specifics, thus left to implementation. 
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